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MCMNOJ1Ib30BaHUS
6aHKOBCKUX KapT

[TaMaTKa




CobntoaeHne pekomMeHaaumnn,
coaepxawmnxca B NamMatke, MO3BOAUT
obecneynTb MakKCMMasbHYK COXPaHHOCTb
6aHKOBCKOM KapTbl, ee peksusuTos, NNH
N APpYrnx AaHHbIX, @ TaKXe CHU3UT
BO3MOXHblE PUCKN NPU COBEPLUEHNN
ornepauumn ¢ NCnosb3oBaHMeEM 6AHKOBCKOM
KapTbl B 6aHKoMaTe, npu 6e3HasinyHoun
onJiate ToBapoOB U YC/yr, B TOM 4Yucne
yepe3 ceTb VIHTepHerT.



O6bwme pekomMmeHaaUMn

- Hwukorpa He coobwante NMNH TpeTbnM nnuam, B TOM ymucne
pOACTBEHHMKAM, 3HAKOMbIM, COTPYAHUKAM KpeaAUTHOW OpraHm3auum,
Kaccmpam v nvuam, NoMorarLwmm BaM B MCNOJIb30BaHMM 6BaHKOBCKOM
KapTbl.

- MNH Heob6xoANMMO 3aMNOMHUTb UAN B Cllydae, ecnu 3To SABNAETCSH
3aTPYAHUTENbHbIM, XpaHUTb €ro OTAENIbHO OT 6aHKOBCKOW KapThl B
HESIBHOM BWAE N HEAOCTYMHOM ANs TPETbUX NNL, B TOM YUCe
POACTBEHHUKOB, MecTe.

- Hukoraa HM Npu Kakmx o6CToATeNbCTBAX HE nepeaaBanTe
6aHKOBCKYIO KapTy A1 UICNOJ/Ib30BaHUSA TPETbUM NinLaM, B TOM 4ucne
poACTBEHHMKAM. Ecnn Ha 6aHKOBCKOW KapTe HaHeceHbl haMuinsa m
MM AGU3NYECKOro amua, To TONbKO 3TO pu3nyeckoe nnuo nMeeTt
npaBoO UCMoOsb30BaTb BAHKOBCKYO KapTy.

- Mpn nonyvyeHnn 6aHKOBCKOW KapTbl pacnuinTecb Ha ee 060poTHOM
CTOpOHe B MecCTe, npejHa3Ha4YeHHOM A8 NoANUCK AepxaTens
6aHKOBCKOW KapTbl (€cnu 3To NpeayCMOTPEHO AM3alHOM KapTbl). DTO
CHU3UT PUCK MCNOSIb30BaHMA 6aHKOBCKOW KapTbl 6e3 Bawero
corsiacms B cny4vae ee yTpaThl.

- ByabTe BHMMaTENbHbI K YCNIOBUAM XPaHEHUSA N UCMNOS1b30BaHUSA
6aHKoOBCKOW KapTbl. He noasepranTe 6aHKOBCKYO KapTy
MexXaHW4yeCcKuM, TemnepaTypHbIM 1 3/1EKTPOMArHUTHbIM
BO34ENCTBUAM, a Takxke nsberante nonagaHnsa Ha Hee Braru.
BaHKOBCKYIO KapTy HeNb3d XpaHUTb PAAOM C MOBUIIbHBIM TesledOHOM,
6bITOBOM N ODUCHON TEXHUKOWN.

- TenedoH KpeanTHOM opraHusaumm — sMuTeHTa 6aHKOBCKOM KapThl
(KpeanTHOM opraHm3auuu, BblaaBllen 6AHKOBCKYK KapTy) YKa3aH Ha
060poTHON CTOpOHEe BaHKOBCKOM KapTbl. Takxke HeobxoanMo Bcerga
UMeTb Npun cebe KOHTaKTHble TefledOoHbl KpeaUTHOM OpraHm3aunm —
SMUTEeHTa 6aHKOBCKOW KapTbl U HOMep 6@HKOBCKOM KapTbl Ha APYrux
HOCUTENsX MHpOpMaLUUKN: B 3aNMCHOM KHMXKe, MOBunbHOM TenedoHe
n/Mnu apyrmx HocmTensax nHpopmMaumm, HoO He psIAOM C 3anuUCbio O
MANH.

- C uenbto NnpeaoTBpaLleHns HeNpPaBOMEPHbIX AENCTBUIN MO CHATUIO
BCEN CYMMbl A€HEeXHbIX cpeacTB ¢ 6aHKOBCKOro cyeTa
LenecoobpasHoO yCTaHOBUTb CYTOYHbIM IMMUT Ha CYMMY onepauunin no
6aHKOBCKOW KapTe U OAHOBPEMEHHO NMOAK/UYNTL 3/IEKTPOHHYIO
YyCNyry onoBeLleHns o NpoBeAeHHbIX onepaumax (Hanpumep,
onoselleHne nocpeacTtsoM SMS-coobLweHnm nnm MHbIM cnocobom).

- Mpwn nonyvyeHnn Npocbbbl, B TOM YMUC/Ee CO CTOPOHbI COTPyAHUKA
KpeaAnUTHOM opraHm3auunmn, coobwmTb NepCOHanbHblie AaHHbIE UK
nHdopmaumio o 6baHkoBckon kapTe (B ToM uuncne NMNH) He coobanTe
nx. Nepe3BoHNTE B KPEAUTHYIO OpraHm3aumio — 3MUTEHT 6AHKOBCKOWM
KapTbl (KpeaMTHY0 OpraHM3aumnto, BblaaBLLyto 6aHKOBCKYHO KapTy) U
coobwmTe 0 AaHHOM dakTe.



He pekoMeHayeTCs OTBeYaTb HA 31EKTPOHHbIE MUCbMA, B KOTOPbIX OT
UMEeHW KpeaAUTHOW opraHm3aumm (B TOM Yucne KpeauTHoOM
opraHusaumm — sMuTeHTa 6aHKOBCKOW KapTbl (KpeauTHOMU
opraHmsaumu, BblaaBwen 6aHKOBCKYHO KapTy) npeanaraercs
npenoCcTaBUTb NepcoHanbHble AaHHble. He cnegynTe no «Ccblikam»,
YKa3aHHbIM B NMCbMax (BKJKOYasa CCbIJIKM Ha CauUT KpeauTHOM
opraHmsaymm), T.K. OHM MOryT BECTM Ha CalTbl-ABOMHUKMU.

B uensax nHpopMaumMoHHOIro B3aMMOAENCTBUSA C KpeaUTHOM
opraHusaumen — aMUTEHTOM BAaHKOBCKOM KapTbl (KpeanTHOM
opraHusaumu, Bblaasllen 6aHKOBCKYO KapTy) pekoMeHayeTcs
NCMoOJsIb30BaTb TOJIbKO PEKBU3UTLI CPeacTB CBA3UN (MOOBUNBHbLIX U
CTauMoHapHbIX TenedoHoB, (akCcoB, MHTEPAKTUBHbIX web-
canToB/nopTanos, 06bIYHOM N SNEKTPOHHOW NOYTbI U Np.), KOTOpble
yKa3aHbl B JOKYMeHTax, Nosly4YeHHbIX HENOCPeACTBEHHO B KpeaAUTHOM
opraHusaumm — sMuTeHTe 6aHKOBCKOW KapThbl.

[MoMHUTE, yTO B cny4dae packpbitusa NMWH, nepCcoHanbHbIX AaHHbIX,
yTpaTbl 6QHKOBCKOW KapTbl CYLLECTBYET PUCK COBEpPLUEHUS
HernpaBOMEpPHbIX AENCTBUN C AEHEXHbIMN CpeaCTBaMN Ha BalLeEM
6aHKOBCKOM CYETE CO CTOPOHbI TPETbUX NNL.

B cnyuae ecnm nMeroTca npeanosioXXeHna o packpbitum MNAH,
nepcoHasnbHbIX AaHHbIX, MO3BONASAKOLWMX COBEPLUMUTL HEMPABOMEPHbIE
AENCTBMSA C BawnM 6aHKOBCKMM CYETOM, a Takxke ecnn 6aHKoBCKas
KapTa 6bina yTpayeHa, Heob6xoaMmMo HemeaeHHO 06paTUTbLCA B
KpeauTHY0 OpraHn3aunio — 3MUTEHT 6aHKOBCKOW KapTbl (KpeauTHYIO
opraHusauuio, BblaasLllyto 6aHKOBCKYO KapTy) U cneaoBaTb
yKasaHusaM COTpyAHUKa AAaHHOW KpeaUTHOW opraHusaunn. o
MOMeHTa obpalweHnsa B KpeauTHY0 OpraHn3aumio — 3MUTEHT
6aHKOBCKOW KapTbl Bbl HECETE PUCK, CBSA3AHHbIN C
HEeCaHKLUMOHMPOBAHHbIM CMUCAHUEM AEHEXHbIX CPeACTB C BalLero
6aHKkoBCKOro cyeta. Kak npasusio, corfiiacHo ycioBUSaM Aorosopa c
KpeaAWTHOM opraHmsaumen — SMUTEHTOM 6AHKOBCKOW KapThbl
AEHEeXHble cpeacTBa, CNMcaHHble C Bawero 6aHKOBCKOro cyeTa B
pe3ynbTaTe HECAHKLUMOHMPOBAHHOIO NCMNOJ/1b30BaHUS BaLlEMN
6aHKOBCKOW KapTbl 40 MOMeHTa yBeaoM/ieHUs 06 3TOM KpeaAUTHOM
opraHmsaumm — 3MuTeHTa 6@HKOBCKOM KapTbl, HE BO3MeLLatoTCs.



PekoMeHaauMn Npu COBEPLUEHUN
onepauumn c 6aHKOBCKOW KapTon B 6aHKoMaTe

- OcylwecTBnanTe onepauuun ¢ UCNoNb3oBaHMeM 6aHKOMATOB,
yCTaHOBNEHHbIX B 6e30nacHbiX MecTax (Hanpumep, B
rocyaapCTBEHHbIX yYpexaeHusax, nogpasaeneHnsax 6aHKoB, KpynHbIX
TOProBbIX KOMMAeKcax, roCTUHMLUAX, aspornopTax u T.n.).

- He ncnonb3ynTte yCTpomUCTBa, KoTopbie TpebytoT BBoaa NMNH ansa
AOCTyna B NoMelweHne, rae pacnonoxeH 6aHkomar.

— B cnyyae ecnm no6amn3octu ot 6aHKOMaTa HaxoAsTCS MOCTOPOHHME
nvua, cnepyet BblbpaTh 6bonee nogxoasiwee BpemMs Ans
MCcnonb3oBaHMsa baHkoMaTa MM BOCMOAb30BaTbCA APYrUM
6aHKOMaTOM.

- MNMepen vcnonb3oBaHMeM baHKOMaTa OCMOTPUTE ero Ha Haauuume
AONOSTHUTESIbHbIX YCTPOWUCTB, HE COOTBETCTBYHOLWMX €ro KOHCTPYKLUMU
N pacnosioXeHHbIX B MecTe Habopa NMNH un B MmecTe (npopesb),
npeaHasHa4yeHHOM 415 npueMa KapT (HanpuMep, HalM4yne HEpPOBHO
yCTaHOBNEHHOW KnasuaTypbl Habopa MNMNH). B ykazaHHOM cny4ae
BO34EpPXUTECb OT UCMOJSIb30BaHUSA Takoro 6aHkomarTa.

- B cny4dae ecnun knaBuaTtypa uam MecTto ans npuema kapt 6aHkomaTa
obopyaoBaHbl AOMOIHUTENBbHBIMU YCTPOUCTBAMU, HE
COOTBETCTBYHOLWMNMU €ro KOHCTPYKLUUN, BO3LEPXKUTECH OT
ncnosib3oBaHMsa 6aHKOBCKOW KapTbl B AaHHOM 6aHkoMaTte un coobuwute
0 CBOMX MOAO3PEHUNAX COTPYAHMKAM KPeaUTHOW opraHu3aunmn no
TenedoHy, yKazaHHOMY Ha 6aHKOMaTe.

- He npumeHanTe dpusnyeckyto cuny, 4tobbl BCTaBUTb BAHKOBCKYHO
kapTy B 6aHkoMmaT. Ecnu 6aHKOBCKasa KapTa He BCTaBnseTcs,
BO34EepXXUTECb OT UCMOSIb30BaHUS Takoro 6aHkomaTa.

- HabupanTte MNH Takmm obpa3om, 4Tobbl NtoaAM, HaxoasawWmMecs B
HenocpeacTBEHHOW 6NM30CTU, HE CMOrNM ero yemaeTb. [Npu Habope
NMANH npukpbiBanTe KnasuaTypy pyKowu.

- B cnyyae ecnn 6aHkomaT paboTaeT HEKOppeKTHO (HanpuMep, AONroe
BpeMS HaXOAUTCS B PEXUME OXUAAHUSA, CAMOMNPOU3BOJIbHO
nepesarpy)aeTcs), cneayeT 0TKa3aTbCs OT UCMOJIb30BAHMS TAaKOro
6aHKOMaTa, OTMEHUTb TEKYLLYIO OMepaLunto, HaxaB Ha KiaBuaType
KHOMKY «OTMeHa», U A0XAaTbCs BO3BpaTa 6aHKOBCKOM KapThbl.

- Mocne Nony4YeHUs HamnYyHbIX AEHEXHbIX CpeacTB B 6aHKkoMaTe
cneayet nepecymTtatb 6aHKHOTbI NOJUCTHO, Y6eanTbCst B TOM, UYTO
6aHkoBCKasa KapTa 6bla Bo3BpalleHa 6aHKOMATOM, A0XAATbCS
BblAaun KBUTAHUMM NpU ee 3anpoce, 3aTeM NOJIOXKNTb UX B CYMKY
(Kowenek, KapMaH) 1 TONIbKO Nocsie 3TOro oTXoAuTb OT 6aHKOMaTa.

- Cneayet CcoxpaHATb pacnedaTaHHble 6aHKOMATOM KBUTaHUMKU ANS
nocneayrLwen cBepkn yKasaHHbIX B HUX CYMM C BbIMUCKOW MO
6aHKOBCKOMY cYeTy.



- He npucnywmnBanTecb K COBETAM TPETbUX INL, @ TaKXKe He
NPUHMMaNTE UX NOMOLLb NpW NMpoBeseHnn onepaunn ¢ 6aHKOBCKOM
KapTon B baHKOMaTax.

- Ecnun npu nposeaeHnun onepaunin ¢ 6aHKOBCKON KapTon B baHKoMaTe
6aHKoMaT He Bo3BpallaeT 6aHKOBCKYIO KapTy, creayeT No3BOHUTbL B
KpeauTHY opraHusauuto no tenedoHy, ykasaHHOMY Ha 6aHkoMmaTe,
n 06BACHUTL 06CTOATENBCTBA NPOM3OLLEALIEro, a TakxXe cneayeTt
06paTnUTLCA B KPpeAUTHYO OpraHn3aunto — 3MUTEHT 6aHKOBCKOM
KapTbl (KpeauTHY0 opraHusaumio, BblaaBlwyo 6aHKOBCKYO KapTy),
KoTopasa He 6bina Bo3BpalleHa 6aHKOMATOM, 1 Aanee cnenoBaTthb
MHCTPYKUWAM COTPYAHMKA KPEAUTHOW OpraHm3auunu.

PekoMeHOaUuUM Npu MCNO/b30BaHUN
6aHKOBCKOM KapTbl Ans 6e3Hanmnm4yHoun
onaaTbl TOBApOB M yCNyr

- He ncnonb3yite 6aHKOBCKME KapTbl B OpraHn3aumnax TOprosan u
yCnyr, He Bbi3blBalOLWMX LOBEPUS.

- TpebyinTte npoBeaeHms onepaunn ¢ 6aHKOBCKOM KapToOM TOMIbKO B
BaweM npucyTcTBMK. DTO HEOOXOAMMO B LENAX CHUXEHUS pUCKa
HenpaBOMEPHOIro NOJIYYEHUS BalUMX NEPCOHAsNbHbIX AAHHbIX,
yKa3aHHbIX Ha 6aHKOBCKOM KapTe.

- Mpu ncnonb3oBaHnMM 6GAHKOBCKOM KapTbl AN5 ONaaTbl TOBAPOB U YCNYyr
Kaccup MoxeT notpeboBaTtb OT Blaaenbua 6aHKOBCKOW KapThl
npeaocTtaBuUTb MacnopT, noanucaTtb Yyek unu eeectu MNUH. MNMepeg
HabopoM MNMNH cneayet ybeantbCcs B TOM, YTO N0AM, Haxoaswmecs B
HenocpeacTBeEHHOW 61M30CTU, HE CMOrYT ero yemaeTb. lNepen TeM Kak
nognucaTtb 4Yek, B 06s3aTenbHOM Nopsiike npoBepbTe CyMMY,
yKa3aHHY0 Ha 4eke.

- B cny4dae ecnu npu nonbiTke onsiatel 6AHKOBCKOM KapTou nMmena
MeCTO «HeycCnelwHas» onepauusl, cneayeTt COXpaHuUTb OAMH
3K3eMNAsp BblAAHHOIO TEPMUHANIOM YeKa A1 nocnenytouemn
NPOBEPKWN HA OTCYTCTBME YKa3aHHOW onepauuu B BbIMUCKE MO
6aHKOBCKOMY cYeTy.



PekomMeHaauUMn Npun COBEPLUEHUU onepauni
c 6aHKOBCKOMN KapTon yepe3 ceTb IHTepHeT

— He ucnonb3ynte NMUH npu 3akase ToBapoB U YCyr Yyepe3 CeTb
MHTepHeT, a Takxe no TenedoHy/dakcy.

- He cooblwariTe nepcoHanbHble AaHHblE AKX MHGOPMALMIO O
6aHkoBckon (OM) KapTe (cuyeTe) yYepes ceTb NHTepHeT, HanpuMep
NMWH, naponn gocTtyna K pecypcam 6aHKka, CpoK AENCTBUS
6aHKOBCKOW KapTbl, KpeaAUTHbIE IMMUTbI, NCTOPUIO ONepaLmni,
nepcoHasnbHble AaHHbIE.

- C uenbto NpeaoTBpaLleHns HeNpaBoOMepHbIX AENCTBUN MO CHATUIO
BCEN CYMMbl AEHEXHbIX cpeacTB ¢ 6aHKOBCKOro cyera
pekoMeHAYyeTCsa AN onnaaTbl MOKYNOK B ceTn NHTepHeT ncnonb3oBaTtb
OTAEeNbHY0 6AaHKOBCKYIO KapTy (Tak Ha3blBaeMyr BUPTYyasbHYHO
KapTy) C npeaesibHbIM IMMUTOM, NpeAHa3Ha4YeHHY TONbKO A4S
YKa3aHHOW Lesin 1 He NO3BOJIALWY NpOBOAUTL C ee
NCMosib30BaHUEM onepaunmn B opraHnsaumax TOproean U yCcnyr.

- Cnepyet Nosb30BaTbCA MHTEPHET-CaliTaMM TOSIbKO M3BECTHbIX U
NPOBEPEHHbIX OpraHn3aunii TOprossn U ycnyr.

- Ob6sa3atenbHo ybeamTecb B NpaBUIbLHOCTU aapecoB MHTEPHET-CAaNTOB,
K KOTOPbIM MoAK/to4yaeTeCb U Ha KOTOPbIX cobnpaeTecb COBEPLUNTb
NOKYMKM, T.K. MOX0XMe agpeca MOryT MCNOIb30BaTbCA A4
OCYLLECTB/IeHUS HENPaBOMEPHbIX AENCTBUMN.

- PekoMmeHayeTcs coBepllaTb NOKYMNKM TOIbKO CO CBOEro KOMMbKTEpPA B
LensiXx coxpaHeHust KOHOUAEHLUMANbHOCTU NEPCOHAaNbHbIX AAaHHbIX
n(nnun) nHpopmaumm o 6aHkoBckomn(om) KapTe (cyeTte).

- B cnyyae ecnu nokynka coBepllaeTcsi C MCNOAb30BaHMEM YYXKOro
KOMMNblOTEpa, He peKOMeHAYeTCsl COXPaHATb Ha HEM NepCOHabHble
AaHHbIE U APYrYO MHGpOpPMaLMIO, a Noc/e 3aBepLlueHns Bcex
onepaumnm Hy>XHO yb6eauTbCcs, YTO nepcoHasbHble AaHHble U gpyras
MHdopMaums He coxXxpaHunmcob (BHOBb 3arpysms B 6pay3epe web-
CTpaHuuy npogasua, Ha KOTOPOM COBepLUannUCb NOKYMNKN).

- YCcTaHOBUTE Ha CBOM KOMMbIOTEP aHTMBMPYCHOE NporpamMmMHoe
obecneyeHne u perynsspHo Npou3BoanTe ero obHOBNEHME U
obHOBMEHNE APYrKUX NCNONb3YeMbIX BaMy NporpaMMHbIX NpOAYKTOB
(onepauMOHHON CUCTEMbI U NPUKAAAHBIX MPOrpaMM), 3TO MOXeET
3aWMTUTb Bac oT NpOHUKHOBEHUS BPEAOHOCHOMO NPOrpaMMHOro
obecneyeHus.



